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Abstract

This study aims to evaluate the stability and efficiency of feature selection algorithms in multi-
class intrusion detection systems (IDS) that utilize machine learning. It examines the impact of
feature selection on the stability of the selected feature subsets, classification performance, and
computational efficiency. Using the UNSW-NBI5 dataset, the study applied the Mutual
Information (MI) and Chi-Square algorithms to select the top 20 features out of 194. Selection
stability was assessed using the Jaccard coefficient across five random samples, while
classification performance was evaluated using metrics such as Accuracy, Precision, Recall, and
F1-score. Additionally, training and prediction times were measured.

The results indicate that the MI algorithm achieved the highest stability in feature selection, with
an average Jaccard coefficient of 1.0000, compared to 0.8883 for the Chi-Square algorithm. MI
also yielded the highest Macro Fl-score (0.5226) and the highest overall accuracy (0.7487).
Conversely, the Chi-Square algorithm demonstrated superior temporal efficiency, with a training
time of 326.42 seconds and a prediction time of 1.09 seconds. These findings underscore the
importance of evaluating feature selection algorithms across multiple dimensions—including
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stability, classification quality, and computational efficiency—rather than relying on a single
metric to determine the most suitable algorithm for multi-class intrusion detection systems.
Keywords: Intrusion detection systems, feature selection, machine learning, multi-class
.classification, Jaccard coefficient, UNSW-NB15
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