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Abstract

This paper examines cybersecurity in Intelligent Transportation Systems (ITS) as cyber-physical
systems in which connected vehicles, road infrastructure, communication networks, traffic
.management centers, and data analytics platforms interact

The paper aims to answer four research questions: (1) What are the main categories of cyber
threats in ITS according to the system layer and affected asset? (2) How adequate are the available
protection mechanisms, and what are their limitations? (3) How can security controls be linked to
operational resilience indicators? (4) What components should an analytical matrix for selecting
?controls and evaluating their effectiveness include

The paper adopts a scoping review methodology following the PRISMA-ScR framework. It
covers 1,240 records from the databases IEEE Xplore, Scopus, Web of Science, and TRID for the
period from January 2019 to October 2026, of which 62 studies were included in the qualitative
.analysis after applying inclusion and exclusion criteria

The paper concludes that individual controls are insufficient; prevention, detection, response, and
recovery must be combined. It proposes an expanded analytical matrix that links threats to affected
.assets, operational impact, protection mechanisms, and verification indicators

;Keywords: Intelligent Transportation Systems; cybersecurity; connected vehicles; V2X security
.cyber resilience; operational resilience; data poisoning; risk management
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