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ABSTRACT

Memory corruption remains a major source of security vulnerabilities in low-level
and kernel-oriented software, particularly in systems implemented in C, where manual
memory management exposes developers to errors such as buffer overflows, use-after-
free, double-free, null-pointer dereferences, and memory leaks. This paper presents
KernelMemSafe-Al, an Al-assisted comparative framework for evaluating memory-
safety behavior in C- and Rust-based approaches within a kernel-development context.
The proposed framework integrates two complementary components: an Al-assisted
vulnerability-pattern classifier and a practical experimental comparison of C and Rust
implementations.

A controlled and balanced dataset of 520 C/C++ and kernel-style code snippets
was constructed and labeled as vulnerable or safe across multiple memory-corruption
categories. The final hybrid classifier combines token and bigram analysis, Naive
Bayes learning, rule-based memory-safety indicators, confidence scoring, and five-
fold cross-validation. The classifier achieved 95.58% accuracy, 96.11% precision,
95.00% recall, and a 95.55% F1-score. In addition, five representative memory-safety
experiments were implemented to compare language behavior in buffer-overflow, use-
after-free, double-free, null-pointer-dereference, and memory-leak scenarios.

The experimental results show that C code often compiles successfully yet
exhibits runtime failures, undefined behavior, allocator-level aborts, garbage values,
or unreleased memory. In contrast, Rust prevents or mitigates several unsafe memory
operations through ownership and move semantics, bounds checking, Option<T>, and
automatic cleanup using Drop. The findings indicate that Rust provides stronger
language-level protection against common memory-corruption patterns, while Al-
assisted analysis can support the early identification of unsafe C code patterns. Overall,
the study shows that combining memory-safe programming mechanisms with Al-
assisted vulnerability analysis can improve the reliability and security of kernel-
oriented software.

Keywords: Memory Safety, Rust, C Programming, Kernel Development, Memory
Corruption, Vulnerability Detection, Artificial Intelligence, Ownership, Buffer Overflow,
Use-After-Free.
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1. INTRODUCTION

Memory safety remains a major challenge in low-level and kernel-oriented software
development. Kernel-level code executes with high privileges and interacts directly with
memory, device drivers, hardware resources, and core system services.

Therefore, even a small memory-management error may lead to system crashes, privilege
escalation, information leakage, denial of service, or exploitable vulnerabilities. For decades, C
has been the dominant language for operating-system and kernel development because of its
efficiency, deterministic behavior, and direct hardware control. However, C relies on manual
memory management, leaving developers responsible for pointer handling, bounds checking,
allocation, and deallocation. This manual model makes C-based systems vulnerable to memory-
corruption errors such as buffer overflows, use-after-free, double-free, null-pointer
dereferences, and memory leaks. These risks have been repeatedly emphasized by security
organizations and industry reports. The National Security Agency recommended adopting
memory-safe languages to reduce exploitable memory-related vulnerabilities [1], while
Microsoft reported that memory-safety issues have historically represented a major proportion
of security vulnerabilities in its software ecosystem [2]. These observations confirm that
memory safety is not only a programming concern but also a critical cybersecurity and
reliability issue.

Rust has emerged as a promising alternative for safer systems programming. It provides
low-level control while enforcing stronger safety rules through ownership, borrowing, move
semantics, lifetime checking, and automatic cleanup. Unlike C, Rust detects many unsafe
memory operations before execution because the compiler rejects invalid ownership or
borrowing patterns. Recent Rust-for-Linux studies have examined Rust adoption, developer
experience, security impact, compatibility limitations, and the gradual coexistence of Rust with
legacy C kernel infrastructure [3]—[7]. These studies show that Rust is increasingly considered
a practical approach to improving kernel safety, although full integration remains technically
complex. Comparative research has also examined spatial and temporal memory safety in C
and Rust [8].

In parallel, artificial intelligence has become an important direction in software
vulnerability detection. Learning-based models can identify unsafe source-code patterns from
labeled examples, and recent studies have proposed C/C++ vulnerability datasets, transformer-
based models, graph-based techniques, and interpretable vulnerability-detection methods [9]—
[18]. Recent research has also investigated improved vulnerability-detection models and the
role of large language models in software security [19], [20]. However, Al-based detection
alone does not eliminate unsafe behavior from the language itself. Instead, it can serve as an
analytical layer for identifying risky C patterns, while Rust provides language-level
mechanisms that prevent or mitigate such errors. Motivated by these directions, this paper
proposes KernelMemSafe-Al, an Al-assisted comparative framework for evaluating memory-
safety behavior in C- and Rust-based approaches within a kernel-development context. As
illustrated in Figure 1, the framework combines a controlled vulnerability-pattern detection
layer with practical C-versus-Rust experiments.

A balanced dataset of 520 C/C++ and kernel-style snippets was constructed, including 260
vulnerable and 260 safe samples. The dataset covers representative memory-corruption
categories such as buffer overflow, use-after-free, double-free, null-pointer dereference,
memory leak, and dangerous function usage. A hybrid classifier based on token and bigram
analysis, Naive Bayes learning, and rule-based memory-safety indicators is used to detect
unsafe memory-handling patterns.

The classifier also incorporates confidence scoring and five-fold cross-validation to
improve the reliability of the evaluation.
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Figure 1. Overall architecture of the proposed KernelMemSafe-AlI framework

The experimental component evaluates five representative memory-safety scenarios:
buffer overflow, use-after-free, double-free, null-pointer dereference, and memory leak. In the
C implementations, unsafe behavior often compiles successfully and appears at runtime as
stack-smashing failures, segmentation faults, allocator aborts, garbage values, or unreleased
memory. In contrast, Rust either prevents unsafe operations at compile time through ownership
and move semantics or enforces safer handling through bounds checking, Option<T>, and
automatic cleanup using Drop.

The main contributions of this paper are as follows:

It proposes KernelMemSafe-Al, a framework that integrates Al-assisted vulnerability-
pattern detection with C-versus-Rust memory-safety evaluation.

« It constructs a balanced dataset of 520 C/C++ and kernel-style snippets labeled as vulnerable
or safe across multiple memory-corruption categories.

* It evaluates a hybrid Al classifier using five-fold cross-validation and reports standard
classification metrics.

« It implements five practical experiments comparing how C and Rust handle representative
memory-safety failures.

* It maps Al-detected unsafe C patterns to Rust safety mechanisms, including ownership,
borrowing, bounds checking, Option<T>, and Drop.

The rest of this paper is organized as follows. Section 2 reviews related work on memory
safety, Rust for Linux, and Al-based vulnerability detection. Section 3 presents the proposed
methodology. Section 4 describes the implementation and experimental setup. Section 5
presents the evaluation and results. Section 6 discusses the findings. Section 7 presents the
threats to validity. Finally, Section 8 concludes the paper and outlines future research directions.
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2. LITERATURE REVIEW

The transition toward memory-safe systems programming has become an important
research direction in modern kernel and low-level software development. This section reviews
the main studies related to memory safety in C-based systems, Rust adoption in kernel
development, Al-assisted vulnerability detection, and the research gap addressed by the
proposed KernelMemSafe-Al framework.

2.1 Memory Safety in Low-Level Systems

Memory safety remains a major concern in systems programming because low-level
software often requires direct access to memory, hardware resources, and privileged execution
environments. C has historically dominated kernel and operating-system development because
of its efficiency and low-level control. However, its reliance on manual memory management
exposes developers to serious errors such as buffer overflow, use-after-free, double-free, null-
pointer dereference, and memory leaks. These vulnerabilities are especially dangerous in
kernel-level software because they may lead to system crashes, privilege escalation, or
exploitable memory corruption.

The importance of this issue has been emphasized by major security organizations. The
National Security Agency recommended adopting memory-safe languages to reduce
exploitable memory-related vulnerabilities [1]. Similarly, Microsoft reported that memory-
safety issues have historically represented a large portion of software security vulnerabilities
[2]. These reports establish memory safety as a practical cybersecurity issue rather than only a
programming-language concern.

2.2 Rust for Kernel Development

Rust has gained increasing attention as a safer alternative for systems programming
because it combines low-level control with compile-time safety enforcement. Its ownership
model, borrowing rules, lifetime checking, move semantics, and automatic resource cleanup
can prevent many memory errors before program execution. This makes Rust particularly
relevant to kernel development, where runtime memory failures may have severe consequences.

Recent Rust-for-Linux studies have examined the opportunities and challenges of
introducing Rust into the Linux kernel ecosystem. Li et al. analyzed the success, dissatisfaction,
and compromises involved in Rust-for-Linux adoption [3]. Other studies investigated the
security impact of Rust in the Linux kernel and its role in reducing memory-related defects [4].
Panter and Eisty discussed recent advances in Rust for Linux kernel development [5], while
additional works examined the evolving integration of Rust with existing C-based kernel
infrastructure and Rust-based driver development [6], [7]. These studies show that Rust offers
strong safety advantages, but its adoption remains gradual due to compatibility, ecosystem, and
developer-experience challenges.

2.3 Spatial and Temporal Memory Safety

A key distinction in memory-safety research is the difference between spatial and temporal
memory safety. Spatial memory safety concerns access within valid memory boundaries, such
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as preventing buffer overflows and out-of-bounds access. Temporal memory safety concerns
access only during an object’s valid lifetime, such as preventing use-after-free and double-free
errors. Syalim and Sheradhien compared manual and automatic approaches to spatial and
temporal memory safety in C and Rust [8]. Their study supports the view that Rust reduces
reliance on manual developer checks by enforcing safety rules through the compiler.

This distinction is important for the present study because KernelMemSafe-Al evaluates
multiple types of memory violation. Specifically, it considers buffer overflow, use-after-free,
double-free, null-pointer dereference, and memory leak. This broader evaluation provides a
clearer comparison between C’s manual memory model and Rust’s language-enforced safety
mechanisms.

2.4 Al-Based Vulnerability Detection

Artificial intelligence has become an important direction in software vulnerability
detection. Al-based models can learn vulnerable patterns from labeled code examples and assist
in identifying unsafe source-code structures. Fan et al. introduced a C/C++ vulnerability dataset
with code changes and CVE summaries, supporting data-driven vulnerability analysis [9].
Chakraborty et al. evaluated deep-learning-based vulnerability detection and emphasized the
need for careful validation rather than relying solely on high accuracy values [10].

More recent studies have proposed advanced approaches to vulnerability detection,
including transformer-based prediction models such as LineVul [11], large vulnerable source-
code datasets such as DiverseVul [12], source-code pretraining models such as VulBERTa [13],
fine-grained interpretation methods [14], graph neural-network models [15], and multi-domain
knowledge-based vulnerability discovery [16]. Survey studies further highlight the progress
and limitations of deep-learning-based vulnerability detection, particularly regarding dataset
quality, model generalization, and practical deployment [17], [18]. Recent works also examine
improved vulnerability-detection models and the role of large language models in software
security [19], [20].

2.5 Research Gap

Although previous studies provide important foundations, most Rust-for-Linux research
focuses on adoption, kernel integration, developer experience, and general security
implications. In contrast, Al-based vulnerability detection studies mainly focus on classification
models, datasets, and prediction accuracy. Few studies combine both directions by using Al to
identify unsafe C memory-handling patterns and then mapping those patterns to Rust safety
mechanisms.

This gap motivates the proposed KernelMemSafe-Al framework. Unlike studies that
discuss Rust memory safety only conceptually, this work includes practical C-versus-Rust
experiments across five representative memory-corruption scenarios. Unlike Al-based
vulnerability-detection studies that focus only on model performance, this work connects Al-
detected unsafe patterns to concrete Rust mechanisms such as ownership, borrowing, bounds
checking, Option<T>, and Drop. Therefore, KerneIlMemSafe-Al contributes an integrated
approach that combines Al-assisted vulnerability-pattern detection with practical memory-
safety evaluation in a kernel-development context.
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2.6 Summary Comparison with Existing Studies

To further clarify the research gap, this subsection summarizes how the proposed
KernelMemSafe-Al framework differs from existing studies. Previous Rust-for-Linux research
mainly focuses on adoption, integration challenges, developer experience, and the security
impact of introducing Rust into the Linux kernel. These studies are important, but they generally
do not include an Al-based vulnerability-detection component or a structured mapping between
unsafe C patterns and Rust safety mechanisms.

In contrast, Al-based vulnerability-detection studies focus mainly on classification
accuracy, datasets, model design, and vulnerability prediction. Although these works are useful
for detecting unsafe code patterns, they generally do not compare how different programming
languages prevent or mitigate the same memory-safety failures. Therefore, they provide
detection capability but not a direct language-level safety comparison.

Some comparative studies of C and Rust discuss spatial and temporal memory safety,
showing that Rust can reduce reliance on manual memory management. However, these studies
usually focus on language-level comparison and do not integrate Al-assisted vulnerability-
pattern detection into the evaluation.

In contrast, the proposed KernelMemSafe-Al framework combines these directions in a
single integrated study. It uses Al to identify unsafe memory-handling patterns in C/C++ and
kernel-style snippets, evaluates classifier performance using a balanced dataset and five-fold
cross-validation, and compares C and Rust through practical memory-safety experiments. The
proposed framework therefore differs from previous work by connecting Al-based detection
with Rust’s language-level prevention mechanisms.

Table 1. Summary Comparison with Existing Studies

Study Category Main Focus Al C/Rust Tests
Rust-for-Linux studies Rust adpp‘uon gnd No Partial Limited
kernel integration
Al vulnerability Vulnerability
detection classification and Yes No No
studies prediction
- -R - ial 1
C-versus-Rust memory Spatial and tempora No Yes Yes
safety studies memory safety
Proposed Al-assisted C-versus-
KernelMemSafe-Al Rust memory—safety Yes Yes Yes
evaluation

3. METHODOLOGY

This section describes the proposed KernelMemSafe-AI methodology for evaluating
memory-safety behavior in C- and Rust-based approaches within a kernel-development context.
The methodology combines two complementary layers: an Al-assisted vulnerability-pattern
detection layer and a practical C-versus-Rust experimental evaluation layer. This design allows
the study to analyze unsafe memory-handling patterns from two perspectives: first, by detecting
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vulnerable C/C++ and kernel-style code snippets using a controlled classifier; and second, by
comparing how C and Rust behave under representative memory-corruption scenarios.

The methodology is organized into five main phases: dataset construction, feature
extraction, Al-assisted classification, cross-validation-based evaluation, and practical C-versus-
Rust testing. This structure connects Al-based vulnerability detection with language-level
memory-safety mechanisms.

3.1 Dataset Construction

A controlled and balanced dataset was constructed to support the Al-assisted vulnerability-
pattern classifier. The dataset contains 520 C/C++ and kernel-style code snippets, divided
equally into 260 vulnerable samples and 260 safe samples. The vulnerable samples represent
common memory-corruption patterns frequently found in low-level and systems programming,
while the safe samples represent corrected or safer alternatives.

The dataset covers multiple memory-safety categories, including buffer overflow, use-
after-free, double-free, null-pointer dereference, memory leak, and dangerous function usage.
These categories were selected because they represent common memory-related weaknesses in
C-based systems and are highly relevant to kernel-oriented development. Table 2 summarizes
the vulnerability categories used in the dataset.

Table 2. Dataset Vulnerability Categories
Category Purpose and Risk
Buffer Overflow Represe?nts out—of—bounds memory access that may cause stack
corruption or arbitrary code execution
Represents access to released memory, which may lead to
dangling pointers and undefined behavior
Represents releasing the same memory region more than once,
which may cause allocator corruption or crashes
Represents unsafe access through a null pointer, which may
cause segmentation faults or denial of service
Represents allocated memory that is not released, causing

Use-After-Free

Double Free

Null Pointer Dereference

Memory Leak . .

resource exhaustion over time
Dangerous Function Represents unsafe C functions or unchecked memory
Usage operations that may cause buffer overwrites

3.2 Feature Extraction

After dataset construction, each code snippet was processed to extract features relevant to
memory-safety analysis. The feature-extraction process focused on both statistical and rule-
based indicators. Token-level features were extracted from source-code elements such as
function names, pointer usage, array indexing, allocation functions, deallocation functions, and
unsafe memory operations. Bigram features were also used to capture short code-pattern
relationships, such as allocation followed by unsafe access or deallocation followed by pointer
reuse.

In addition to token and bigram features, rule-based memory-safety indicators were
included to strengthen classification. These indicators were designed to detect patterns
commonly associated with unsafe memory behavior, such as the use of malloc, free, unchecked
array indexing, repeated deallocation, null-pointer access, and unsafe string or memory-copy
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functions. Combining statistical-learning features with explicit memory-safety indicators
improves the classifier’s ability to identify vulnerability patterns in controlled code snippets.

3.3 Al-Assisted Vulnerability Classification

The Al component of KernelMemSafe-Al uses a hybrid classification approach. The
classifier combines token and bigram analysis, Naive Bayes learning, rule-based memory-
safety indicators, and confidence scoring. Naive Bayes was selected because it is lightweight,
interpretable, and suitable for proof-of-concept classification using structured textual features.
The rule-based layer complements the learning model by explicitly capturing known memory-
safety risk indicators.

The classifier predicts whether a given code snippet is vulnerable or safe. It is important to
note that the Al component is designed as a controlled proof-of-concept vulnerability-pattern
classifier rather than a production-grade vulnerability scanner. Its purpose is to support
experimental analysis by identifying unsafe memory-handling patterns and relating them to
known memory-corruption categories.

3.4 Cross-Validation and Evaluation Metrics

To evaluate the classifier, a five-fold cross-validation strategy was applied. The dataset was
divided into five folds, where four folds were used for training and one fold was used for testing
in each iteration. This process was repeated five times so that each fold was used once as the
testing subset. The final results were calculated by aggregating the performance across all folds.

The classifier was evaluated using standard classification metrics: accuracy, precision,
recall, and Fl-score. Accuracy measures the overall correctness of the classifier. Precision
measures how many snippets predicted as vulnerable were actually vulnerable. Recall measures
how many vulnerable snippets were correctly detected. The Fl-score provides a balanced
measure of precision and recall. Figure 2 summarizes the expected behavior of C and Rust
across the five representative memory-safety scenarios.

“C vs Rust Experimental Results”

Memory-Safety Test C Behavior Rust Behavior
Stack smashing / runtime a .
Buffer Overflow A et . Bounds-checking panic
Use-After-Free A Garbage value after free ‘ Compile-time error E0282
Double Free A ggggle s datantan . Compile-time error E0382
Null Painter Dereference A\ Segmentation fault '. Safe Option<T= handling
Memory Leak A Missing free ' Automatic cleanup using

Drop

Figure 2. Summary of C-versus-Rust behavior across five memory-safety scenarios
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3.5 Practical C-versus-Rust Experimental Design

The second layer of the methodology consists of practical experiments comparing C and
Rust under representative memory-safety scenarios. Five test cases were implemented: buffer
overflow, use-after-free, double-free, null-pointer dereference, and memory leak. These
scenarios were selected because they represent common spatial and temporal memory-safety
violations in low-level software. For each test case, C and Rust implementations were
developed with equivalent logical intent. The C version was used to observe how manual
memory management behaves when unsafe operations are introduced. The Rust version was
used to evaluate whether the language prevents the same unsafe behavior at compile time or
handles it safely at runtime. Table 3 summarizes the experimental test cases.

3.6 Mapping Vulnerability Patterns to Rust Safety Mechanisms

After Al-assisted classification and practical testing, unsafe C patterns were mapped to
Rust safety mechanisms. This mapping connects the Al detection layer with the language-level
prevention layer. For example, buffer-overflow patterns are related to Rust’s bounds checking;
use-after-free and double-free patterns are related to ownership and move semantics; null-
pointer dereference is related to Option<T>; and memory-leak reduction is related to automatic
cleanup through Drop.

This mapping allows the proposed framework to go beyond simple classification. Instead
of only predicting whether code is vulnerable, KernelMemSafe-Al analyzes how the same class
of vulnerability can be prevented or reduced through Rust’s safety model.

Table 3. Experimental Memory-Safety Test Cases

Test Case

Buffer Overflow

C Outcome

Out-of-bounds access may compile
and cause stack smashing

Rust Safety Mechanism

Bounds checking prevents invalid
index access

Use-After-Free

Released memory may be accessed
and produce garbage values

Ownership and move semantics
prevent access after a value

unreleased

Double Free Repeated release may 'trlgger Single ownership prevents
allocator abort or runtime failure repeated release

NullPointer Access through a null pointer may | Option<T> enforces safe optional

Dereference cause a segmentation fault handling

Memory Leak Allocated memory may remain | Drop/RAII releases owned

resources automatically

3.7 Methodological Scope

The methodology is designed as a controlled comparative study. The dataset and
experiments are intended to demonstrate memory-safety behavior in representative C/C++ and
kernel-style scenarios. Therefore, the Al classifier is not claimed to replace real-world static-
analysis tools or production security scanners. Similarly, the Rust experiments evaluate
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language-level safety behavior in controlled scenarios rather than claiming that Rust can
completely replace C in existing kernel ecosystems. This scope ensures that the results remain
scientifically accurate and directly connected to the objectives of the study.

4. IMPLEMENTATION AND EXPERIMENTAL SETUP

This section describes the implementation environment and experimental setup used to validate the
proposed KernelMemSafe-Al framework. The implementation was designed to support both
components of the study: the Al-assisted vulnerability-pattern classifier and the practical C-versus-Rust
memory-safety experiments.

4.1 Development Environment

The experiments were conducted in a Linux-based environment using Ubuntu on Windows
Subsystem for Linux (WSL). This environment was selected because it provides a practical
Linux command-line interface while supporting the development, testing, and compilation of
both C and Rust programs. The main tools used in the implementation included Python for Al
model development, GCC for compiling C test programs, and rustc for compiling Rust test
programs. The Al component was implemented using a Python-based machine-learning
pipeline. This setup enabled a consistent comparison between manually managed memory
behavior in C and compiler-enforced safety behavior in Rust. Table 4 summarizes the main
implementation tools and components.

Table 4. Implementation Environment and Tools

Component Tool / Description
Operating Environment Ubuntu on Windows Subsystem for Linux
Al Development Python-based machine-learning pipeline
C Compilation GCC compiler
Rust Compilation rustc compiler
520 balanced C/C++ and kernel-style
Dataset .
snippets
Classifier Hybrld Naive Bayes with rule-based
indicators
Evaluation Method Five-fold cross-validation
C/Rust Experiments Five behavioral memory-safety test cases

4.2 Al Classifier Implementation

The Al-assisted classifier was implemented as a hybrid vulnerability-pattern detection
model. The classifier combines token- and bigram-based source-code analysis with rule-based
memory-safety indicators. Naive Bayes learning was used as the statistical classification
component because it is lightweight, interpretable, and suitable for structured textual features
extracted from source code.

The classifier was trained and evaluated using a controlled dataset of 520 C/C++ and
kernel-style code snippets. The dataset was equally divided into 260 vulnerable samples and
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260 safe samples. Each snippet was represented using extracted textual and memory-safety
features, including pointer usage, allocation and deallocation functions, unsafe array access,
null pointer patterns, repeated deallocation, and dangerous function usage.

To improve reliability, the final classifier used confidence scoring and five-fold cross-
validation. This allowed the model to be evaluated across multiple training and testing splits
rather than relying on a single train-test division. The implementation output included the main
evaluation metrics: accuracy, precision, recall, F1-score, and confusion matrix values.

4.3 C and Rust Experimental Setup

The practical experiments were designed to compare how C and Rust behave under
representative memory-safety failures. Five scenarios were implemented: buffer overflow, use-
after-free, double-free, null-pointer dereference, and memory leak. These scenarios were
selected because they represent common spatial and temporal memory-safety problems in low-
level software. For each scenario, C and Rust programs were created with equivalent logical
intent. The C versions were used to observe how unsafe memory operations behave when
manual memory management is involved. The Rust versions were used to evaluate whether
similar unsafe behavior is prevented during compilation or handled safely at runtime. The
observed behavior of each experiment was recorded and classified according to the relevant
failure or prevention mechanism. In C, the observed outcomes included runtime failures,
undefined behavior, garbage values, allocator aborts, segmentation faults, and unreleased
memory. In Rust, the observed outcomes included compile-time rejection, bounds checking,
safe optional handling using Option<T>, and automatic cleanup using Drop.

4.4 Experimental Output Collection

The experimental results were collected from two sources. The first source was the Al
classifier output, which produced numerical evaluation results based on the controlled dataset
and cross-validation process. The second source was the observed behavior of the C and Rust
test programs during compilation and execution.

The Al results were reported using standard classification metrics, while the C-versus-Rust
experiments were reported as behavioral outcomes rather than performance benchmarks. This
distinction is important because the purpose of the C/Rust experiments was to evaluate
memory-safety behavior, not execution speed. Therefore, the practical results focus on whether
unsafe behavior was allowed, detected at runtime, prevented at compile time, or handled safely.

4.5 Reproducibility Considerations

To support reproducibility, the implementation followed a controlled experimental
workflow. The dataset was balanced, the same vulnerability categories were used throughout
the evaluation, and the classifier was tested using five-fold cross-validation. The C and Rust
experiments were designed with equivalent logic for each scenario to ensure a fair behavioral
comparison.

However, the implementation remains a controlled proof-of-concept study. The Al
classifier is not intended to replace production-grade vulnerability scanners, and the C/Rust
experiments are not intended to represent all possible kernel-level memory-safety cases.
Instead, the setup provides a focused and reproducible foundation for evaluating how Al-
assisted detection and Rust safety mechanisms can contribute to reducing memory-corruption
risks.
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5. EVALUATION AND RESULTS

This section presents the evaluation results of the proposed KernelMemSafe-Al
framework. The evaluation is divided into two main parts. The first part evaluates the Al-
assisted vulnerability-pattern classifier using a controlled and balanced dataset with five-fold
cross-validation. The second part analyzes the practical behavior of C and Rust
implementations under representative memory-safety scenarios. Together, these results
demonstrate both the analytical capability of the Al component and the preventive effect of
Rust’s language-level safety mechanisms.

5.1 Dataset and Evaluation Setup

The Al-assisted classifier was evaluated using a controlled and balanced dataset consisting
of 520 C/C++ and kernel-style code snippets. The dataset includes 260 vulnerable samples and
260 safe samples. This balanced structure was used to reduce class bias and ensure fair
evaluation across vulnerable and safe code patterns. The vulnerable samples cover
representative memory-corruption categories, including buffer overflow, use-after-free,
double-free, null-pointer dereference, memory leak, and dangerous function usage. The safe
samples represent corrected or safer versions of similar logic. Figure 3 shows the overall dataset
composition.
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Figure 3. Composition of the controlled memory-safety dataset

5.2 AI Classifier Performance

Using five-fold cross-validation, the final hybrid classifier achieved 95.58% accuracy,
96.11% precision, 95.00% recall, and a 95.55% F1-score. These results indicate that the
classifier was able to distinguish vulnerable snippets from safe snippets with high consistency.
Accuracy reflects the overall correctness of the model. Precision shows that most snippets
predicted as vulnerable were actually vulnerable, reducing false alarms. Recall shows that the
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classifier successfully detected most vulnerable snippets. The Fl-score confirms a strong
balance between precision and recall. Table 5 summarizes the final classifier performance.

Table 5. Al Classifier Performance Metrics

Metric Result
Accuracy 95.58%
Precision 96.11%
Recall 95.00%
F1-score 95.55%

5.3 Model Evolution

To show that the final performance was achieved through systematic improvement, the
classifier was evaluated across three development stages. The initial version, V1, used a text-
based Naive Bayes model and achieved 54.55% accuracy with a 44.44% F1-score. The V3
model introduced feature-based Bernoulli Naive Bayes and improved to 82.69% accuracy and
an 82.58% F1-score. The final V4 model combined token analysis, bigram features, rule-based
memory-safety indicators, confidence scoring, and five-fold cross-validation, reaching 95.58%
accuracy and a 95.55% F1-score. This progression shows that the final hybrid model did not
achieve strong performance immediately. Instead, the improvement resulted from the gradual
refinement of feature representation and the addition of memory-safety-aware indicators.
Figure 4 illustrates this improvement across classifier versions.

Model Evolution and Performance Improvement
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Figure 4. Model evolution and performance improvement across classifier versions
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5.4 Confusion Matrix Analysis

The confusion matrix provides a more detailed view of the classifier’s prediction behavior.
The final model correctly classified 247 vulnerable samples as vulnerable and 250 safe samples
as safe. It produced 10 false positives, where safe snippets were incorrectly classified as
vulnerable, and 13 false negatives, where vulnerable snippets were incorrectly classified as safe.

The low number of false positives indicates that the classifier does not excessively over-
report vulnerabilities. At the same time, the low number of false negatives shows that most
unsafe memory-handling patterns were successfully detected. This is important in security
analysis because undetected vulnerable code may represent a potential risk. Table 6 summarizes
the confusion-matrix values.

Table 6. Confusion Matrix Summary

Result Type Count
True Positives 247
True Negatives 250
False Positives 10
False Negatives 13

5.5 Practical C-versus-Rust Experimental Results

The practical experiments compared C and Rust across five representative memory-safety
scenarios: buffer overflow, use-after-free, double-free, null-pointer dereference, and memory
leak. The purpose of these experiments was to observe whether unsafe behavior was allowed,
detected at runtime, or prevented before execution. In C, unsafe operations often compiled
successfully and later appeared as runtime failures, undefined behavior, garbage values,
allocator aborts, segmentation faults, or unreleased memory. In contrast, Rust prevented or
mitigated several of these failures through bounds checking, ownership and move semantics,
Option<T>, and automatic cleanup using Drop. Table 7 summarizes the observed behavior in
both languages.

Table 7. Practical C-versus-Rust Results

Scenario C Result Rust Result

Buffer Overflow Rgntlme stack-smashing Bougds checking prevents
failure invalid access

Use-After-Free Garbage value or undefined | Compile-time ownership
behavior error

Double Free Al}ocator abort or runtime Ownership prevents repeated
failure release

. . Safe handling with
Null Pointer Dereference Segmentation fault Option<T>
Memory Leak Memory remains unreleased glrlé;matlc cleanup with
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5.6 Interpretation of Results

The results show a clear difference between C’s manual memory-management model and
Rust’s language-enforced safety model. In C, memory safety depends heavily on developer
discipline, and many unsafe patterns are detected only after execution begins. In Rust, several
memory-safety checks are shifted earlier to compile time or handled safely through language
mechanisms.

For buffer overflow, C produced runtime stack-smashing behavior, while Rust prevented
invalid access through bounds checking. For use-after-free and double-free, C allowed unsafe
memory behavior that resulted in garbage values or allocator failure, while Rust prevented these
patterns through ownership rules. For null-pointer dereference, C produced a segmentation
fault, while Rust used Option<T> for safe handling. For memory leaks, C allowed memory to
remain unreleased, while Rust automatically cleaned up owned resources using Drop.

The AI results also strengthen the proposed framework. The classifier achieved high
accuracy, precision, recall, and Fl-score on the controlled dataset. In addition, the model-
evolution analysis shows clear improvement from the initial text-based classifier to the final
hybrid model. Therefore, KernelMemSafe-Al provides an integrated evaluation approach: the
Al component identifies unsafe C memory patterns, while the Rust experiments show how
similar patterns can be prevented or mitigated through language-level safety mechanisms.

6. DISCUSSION

The results of this study demonstrate that memory safety can be improved more effectively
when vulnerability detection and language-level prevention are considered together. The
proposed KernelMemSafe-Al framework does not rely only on Al classification or only on
Rust’s safety model. Instead, it combines both directions to provide a more complete view of
memory-safety behavior in low-level and kernel-oriented software.

The Al-assisted classifier achieved strong performance across all evaluation metrics, with
95.58% accuracy, 96.11% precision, 95.00% recall, and a 95.55% F1-score. These results show
that the hybrid approach can successfully identify unsafe memory-handling patterns in the
controlled dataset. The low number of false positives indicates that the classifier does not
excessively classify safe snippets as vulnerable, while the low number of false negatives
suggests that most vulnerable snippets were correctly detected. However, these results should
be interpreted within the scope of the study. The classifier was evaluated on a controlled proof-
of-concept dataset and therefore should not be considered a replacement for production-level
vulnerability scanners or real-world static-analysis tools.

The practical C-versus-Rust experiments further clarify the difference between manual and
language-enforced memory safety. In the C implementations, unsafe memory operations
frequently compiled successfully and only appeared as failures during runtime. These failures
included stack-smashing detection, segmentation faults, allocator-level aborts, garbage values,
and unreleased memory. This behavior reflects the permissive nature of C, where the compiler
often allows unsafe memory patterns and places the responsibility for correctness on the
developer.

In contrast, Rust shifted several memory-safety checks from runtime failure to compile-
time prevention. Ownership and move semantics prevented use-after-free and double-free
errors. Bounds checking prevented invalid index access. The Option<T> type encouraged
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explicit handling of absent values instead of direct null pointer dereferencing. The Drop
mechanism supported automatic cleanup of owned resources. These mechanisms show that
Rust does not merely detect memory errors after they occur, but prevents or reduces several
classes of memory-corruption patterns before they can affect execution.

A key observation from this study is that Al-based vulnerability detection and Rust-based
prevention address different but complementary aspects of the memory-safety problem. Al can
help identify suspicious or unsafe patterns in existing C/C++ code, especially in legacy
codebases where manual auditing may be difficult. Rust, on the other hand, provides structural
safety mechanisms that reduce the likelihood of introducing similar errors into new code.
Therefore, the combination of Al-assisted analysis and memory-safe programming can support
both the modernization of legacy systems and the development of safer future kernel
components.

The findings also highlight the importance of maintaining a realistic scope when evaluating
memory-safety solutions. Although Rust provides strong safety guarantees, it does not
automatically eliminate all risks in kernel development. Low-level operations, hardware
interaction, foreign-function interfaces, and legacy C interoperability may still require unsafe
blocks. Similarly, Al-based detection can support analysis, but its performance depends on
dataset quality, feature design, labeling accuracy, and evaluation conditions. For this reason,
KernelMemSafe-Al should be understood as a controlled comparative framework rather than a
complete industrial security solution.

Overall, the discussion shows that the strongest contribution of this work is its integrated
evaluation approach. The Al component provides analytical evidence by detecting vulnerable
memory patterns, while the C-versus-Rust experiments provide behavioral evidence by
showing how each language responds to representative memory-safety failures. This
combination strengthens the argument that memory-safe programming models, supported by
Al-assisted analysis, can improve the reliability and security of kernel-oriented software.

7. THREATS TO VALIDITY

This section discusses the main factors that may affect the interpretation and generalization
of the results. The proposed KernelMemSafe-Al framework was evaluated under controlled
experimental conditions, which helps provide focused and clear analysis of memory-safety
behavior.

First, the dataset used in this study is balanced and controlled, consisting of 520 C/C++ and
kernel-style code snippets. This structure supports fair evaluation of vulnerable and safe
samples. However, real-world kernel codebases may include more complex control flow, larger
dependencies, mixed coding styles, and vulnerability patterns that are not fully represented in
the current dataset. Therefore, future validation using larger real-world repositories would
further strengthen the generalizability of the results.

Second, the Al-assisted classifier should be interpreted as a proof-of-concept vulnerability-
pattern detector rather than a production-grade vulnerability scanner. Its performance depends
on dataset quality, feature extraction, rule-based indicators, and labeling accuracy. The reported
results demonstrate strong effectiveness within the controlled dataset, while broader
deployment would require additional testing against larger and more diverse codebases.

Third, the C-versus-Rust experiments were designed as behavioral memory-safety tests
rather than performance benchmarks. The experiments focused on observing whether unsafe
behavior is allowed, detected at runtime, prevented at compile time, or handled safely.
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Therefore, this study does not claim to provide a complete execution-performance comparison
between C and Rust.

Finally, although Rust provides strong memory-safety guarantees, it does not eliminate all
risks in kernel development. Low-level hardware interaction, foreign-function interfaces,
legacy C interoperability, and the use of unsafe blocks may still introduce memory-safety
concerns. For this reason, Rust should be viewed as a strong safety-improving language rather
than a complete replacement for careful security analysis.

Overall, these factors define the proper scope of the study without reducing the value of
the proposed framework. The results provide controlled experimental evidence that Al-assisted
detection and Rust safety mechanisms can support the prevention and analysis of memory-
corruption risks in kernel-oriented software.

8. CONCLUSION AND FUTURE WORK

This paper presented KernelMemSafe-Al, an Al-assisted comparative framework for
evaluating memory-safety behavior in C- and Rust-based approaches within a kernel-
development context. The framework combined two complementary components: a hybrid Al-
assisted vulnerability-pattern classifier and a practical C-versus-Rust experimental evaluation.
The study focused on representative memory-corruption categories, including buffer overflow,
use-after-free, double-free, null-pointer dereference, memory leak, and dangerous function
usage.

The Al component was evaluated using a controlled and balanced dataset of 520 C/C++
and kernel-style code snippets, consisting of 260 vulnerable and 260 safe samples. Using five-
fold cross-validation, the hybrid classifier achieved 95.58% accuracy, 96.11% precision,
95.00% recall, and a 95.55% F1-score. These results indicate that the proposed classifier can
effectively identify unsafe memory-handling patterns within the controlled proof-of-concept
dataset. However, the classifier is not intended to replace production-grade vulnerability
scanners or real-world static-analysis tools.

The practical experiments further demonstrated the behavioral difference between C and
Rust. In the C implementations, unsafe memory operations often compiled successfully and
appeared during runtime as stack-smashing failures, segmentation faults, allocator aborts,
garbage values, or unreleased memory. In contrast, Rust prevented or mitigated several of these
failures through ownership, move semantics, bounds checking, Option<T>, and automatic
cleanup using Drop. These findings show that Rust shifts many memory-safety checks from
runtime failure to compile-time prevention or safer runtime handling.

Overall, the results support the conclusion that combining Al-assisted vulnerability-pattern
detection with memory-safe programming mechanisms can improve the analysis and
prevention of memory-corruption risks in kernel-oriented software. KernelMemSafe-Al
contributes an integrated perspective by linking unsafe C memory patterns with Rust safety
mechanisms, providing both analytical and experimental evidence for improving memory
safety. Future work will extend this study in several directions.

First, the dataset can be expanded using larger real-world vulnerability datasets and kernel
code repositories to improve generalization.

Second, more advanced models, such as transformer-based and graph-based neural
networks, can be evaluated and compared with the lightweight hybrid classifier.

Third, future experiments can include real Rust-for-Linux modules and broader kernel-
driver scenarios. Finally, Al-assisted refactoring techniques can be explored to support the
migration of unsafe C code toward safer Rust-based implementations while preserving
functional behavior.
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