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Abstract

In the last years, the Internet of Things (IoT) has become a key part of today’s digital
infrastructure. From industrial automation to smart home devices, IoT systems connect
physical sensors to cloud analytics and change how we interact with our environment. As these
systems become larger and more complex, there is a growing need for communication methods
that can manage unpredictable network errors, hardware limits, and frequent failures. Right
now, MQTT and CoAP are the main protocols for loT-to-cloud communication. But most
systems use a fixed protocol, which makes it hard to adapt when problems like network traffic
congestion or backend outages happen. In this paper, we introduce an adaptive edge gateway
for ZigBee-based IoT networks that can switch between MQTT and CoAP as needed. The
gateway monitors real-time performance, such as latency, packet loss, and backend
availability, and chooses the best protocol and mode automatically. We tested our approach
with in-depth simulations in ns-3, covering 180 scenarios including different types of failures,
like link problems and broker outages. Our results show that adaptive switching improves
packet delivery by 15-20% during faults in comparison to static setups and reduces recovery
time without much extra overhead. This suggests that adapting protocols at the gateway is an
effective way to make [oT systems more reliable.

Index Terms: Internet of Things, Adaptive Gateway, MQTT, CoAP, Edge Computing, Network Resilience,
ns-3.
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1. Introduction

The Internet of Things (IoT) has moved from being a futuristic idea to an essential part of
today’s infrastructure, supporting smart cities, industrial monitoring, and healthcare
systems[1],[2]. An IoT system usually includes sensors with limited resources, edge gateways
for data translation, and cloud services for analytics[3]. ZigBee is often used for local mesh
networking due to its efficiency and low power consumption[4], while MQTT and CoAP are
the main protocols for sending data to the cloud[5],[6].

Even with these advances, building reliable [oT systems is still a major challenge. Most current
IoT setups use fixed protocols and do not have ways to adapt traffic dynamically. Engineers
usually choose either MQTT for its reliable publish-subscribe model or CoAP for its
lightweight, low-latency design, and then stick with that choice[7]. However, no single
protocol works best in every situation. MQTT can have problems if the backhaul connection
is unstable, and CoAP may not be reliable during heavy congestion[8], [9]. This fixed approach
makes systems vulnerable to performance issues and service interruptions when real-world
problems occur[10].

Edge computing helps by moving intelligence closer to where data is created[11],[12], but
most gateways still do not act as smart controllers that can adapt communication protocols in
real time. We think that making gateways adaptive in this way is key to building more resilient
[oT systems[13],[14].

In this study, we suggest that MQTT and CoAP are not rivals but can work together as
complementary tools. We present an adaptive gateway that monitors the network and switches
between these protocols when needed. To test this idea, we used the ns-3 simulator to run
detailed experiments, including failure scenarios that are hard to reproduce on real
hardware[15].
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Our main contributions are designing the switching controller, analyzing resilience metrics
under stress, and discussing the trade-offs of making systems more adaptive.

2. Literature Review

2.1 IoT Communication Protocols

MQTT and CoAP have established themselves as the industry standards for IoT
communication, but they operate on very different philosophies. MQTT relies on a broker-
mediated publish-subscribe model, which makes it well-suited for scaling and for ensuring
reliability through different Quality of Service (QoS) levels[5], [16]. However, its need for
persistent connections can become a liability in unstable environments. On the other hand,
CoAP was built to be as lean as possible, running over UDP to minimize overhead[6], [16].

Recent studies show that while these protocols are important, their performance depends a lot
on the network setup and the specific needs of the application[17]. Research by Collina et al.
[18] and De Caro et al.[19] found that CoAP is often faster and uses less bandwidth than
MQTT in limited environments, but it does not offer the strong delivery guarantees of MQTT’s
broker system. Other evaluations highlight that both protocols work well, but their suitability
depends on network conditions and security needs[20], [21]. Most research so far has
compared these protocols as fixed choices, not as options that can be switched dynamically at
runtime[22] , [23].

2.2 ZigBee-Based IoT Networks and Edge Gateways

ZigBee, which uses the IEEE 802.15.4 standard, is popular in [oT for its mesh networking and
low power use[4], [24]. Usually, the gateway in a ZigBee network just works as a bridge,
converting local data for the cloud[25]. While much research has focused on making ZigBee
more energy-efficient or improving routing, the gateway has mostly stayed passive. Al-Fugaha
et al.[26] pointed out the need for better integration among IoT services and suggested that
smart gateways could connect different protocols. Datta et al.[27] also supported gateway-
focused designs for better machine-to-machine (M2M) services. Bellavista[28] recognized an
opportunity to turn gateways into active control points that respond to their environment, using
edge computing to process data closer to users[29], [30]. Recent studies on smart building
gateways continue this trend, aiming for affordable edge computing[31].

2.3 Resilience and Fault Tolerance in [oT Systems

Resilience, or the ability of a system to keep working even when parts fail, is very important
in critical IoT applications[32]. Berger et al.[33] created a detailed list related to resilience
methods and noted that while network-layer solutions are common, adapting at the application
layer is less studied. Most current solutions use extra hardware or reroute traffic
dynamically[34], but they often ignore the application-layer protocol. If the network
performance degrades, the system may keep using a protocol that no longer fits the situation.
Recent research also shows that resilience is not just about staying online, but also about
keeping operations secure and scalable under stress[35], [36]. Reviews of failure injection
methods suggest that better testing is needed to understand how IoT systems react to different
faults[37].
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2.4 Research Gap and Motivation

Our review shows three main gaps. First, MQTT and CoAP are usually seen as alternatives,
not as tools that can work together. Second, edge gateways are not used enough to manage
protocol behavior, especially within systems where different protocols need to work
together. Third, resilience testing often does not go deep enough to understand how systems
recover[38]. This paper handles such gaps by presenting a gateway that not only forwards
data but also chooses the best way to send it based on the current situation, using edge
intelligence and adaptive communication.

3. Methodology and Simulation Setup

3.1 Simulation Environment

We have used the ns-3 discrete-event network simulator (version 3.38) to evaluate our
proposed system.

It provides stable support for IEEE 802.15.4 low-rate wireless personal area networks and
customizable application-layer protocols. This simulation-based evaluation enables us to do
the following:

o precisely control network situations.
o systematically inject failures.
e conduct reproducible experiments.
These outcomes are often difficult to achieve consistently on physical 10T testbeds.

3.2 Network Topology and Architecture

Our simulated system follows a three-tier IoT architecture as shown in Figure 1.

TIER 3:
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EDGE GATEWAY LAYER
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Figure 1: The Network Topology and Architecture for our simulated system

1. Sensor Layer: A set of ZigBee-like sensor nodes (n = 3, 5, 10) representing WEMOS
D1 R1 devices. Each node periodically generates sensing data and transmits it over an
IEEE 802.15.4 wireless interface.
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2. [Edge Gateway Layer: A single gateway node acting as a ZigBee coordinator and
protocol adaptation point. It provides the following functions:

 The gateway hosts an IEEE 802.15.4 interface toward the sensor network.
e An IP interface toward the cloud.

« Application-layer MQTT and CoAP modules.

e A resilience-aware switching controller.

e A local buffer for temporary data storage during outages.

3. Cloud Layer: A cloud endpoint modeled as a separate ns-3 node hosting an MQTT
broker and a CoAP server. The cloud node is connected to the gateway via a point-to-
point IP link that represents Wi-Fi or Ethernet backhaul connectivity.

3.3 Protocol Modeling
3.3.1 ZigBee Communication Model:

ZigBee communication is modeled in our implemented system using the PHY and MAC layers
of IEEE 802.15.4. The sensor nodes transmit data frames to the gateway through the single-
hop or the multi-hop forwarding, depending on node placement. Packet loss and delay are
influenced by communication conditions, interference, and routing disruptions introduced
during failure injection.

3.3.2 MOTT Application Model:

MQTT communication is implemented as a custom ns-3 application. It follows the publisher-
to-broker, broker-to-subscriber abstraction. It includes Two Quality of Service levels, QoS 0
(fire-and-forget) and QoS 1 (at-least-once delivery with PUBACK).

Protocol overhead, retransmissions, and acknowledgment delays are explicitly modeled. the
Broker unavailability is also simulated by stopping the broker application at runtime.

3.3.3 CoAP Application Model:

CoAP protocol messages produce less header overhead but weaker delivery guarantees than
MQTT. It is modeled as a lightweight client-server application over UDP.
We have implemented the following CoAP configuration:

e Retransmission timers and maximum retry boundaries follows CoAP specification
guidelines.

e Non-confirmable (NON) and confirmable (CON) messages.
3.4 Adaptive Switching Mechanism

The fundamental contribution of this work is a resilience-aware adaptive switching controller
deployed at the gateway.

The controller operates at fixed intervals (At =1 s) and monitors the following indicators:
e recent end-to-end latency estimates.
o packet loss and retransmission rate.
e gateway queue occupancy.
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e broker and backhaul reachability.
Based on these metrics, the controller dynamically selects one of the following modes:
e MQTT QoS 0.
e MQTT QoS 1.
e CoAP NON, or CoAP CON.

To prevent oscillations, a hysteresis mechanism requires a condition to persist for three
consecutive observation windows before triggering a protocol switch.
3.5 Traffic Workloads
The traffic workloads are simulated using three expected loT workloads:
o Workload W1: Regular sensing
o One message per second per node (32-64 Byte payload).
o Workload W2: Bursty traffic
o 10 messages per second during short activity duration.
o Workload W3: Event-driven alarms
o Irregular transmissions with sudden breakdowns.

These workloads represent a common smart environment and monitoring applications.

3.6 Failure Injection Scenarios

To evaluate resilience, managed failures are injected during simulation runs.
The implemented scenarios of the failures include the following:

o Failure scenario F1: ZigBee link degradation (increased packet loss).
o Failure scenario F2: Sensor node dropout.

o Failure scenario F3: MQTT broker outage.

o Failure scenario F4: Gateway backhaul disconnection.

o Failure scenario F5: Gateway congestion via background traffic.

To ensure statistical significance, each failure lasts between 60 and 120 seconds and is
repeated at least five times.

3.7 Performance Metrics

The evaluation assesses both performance and resilience metrics, i.e., end-to-end latency,
jitter, packet delivery ratio (PDR), recovery time after failure, service deterioration area,
gateway CPU and queue utilization, protocol overhead, and retransmission count. All resulting
metrics are logged in CSV formats and analyzed offline.
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4. Results and Discussion

4.1 Performance Under Normal Conditions

Under a fault-free procedure, static MQTT QoS 1 achieves the highest packet delivery ratio
(=99.8%) but demonstrates the highest average latency resulting from acknowledgment
overhead.

Static CoAP NON achieves the lowest latency (=18-25 ms) but suffers from increased packet
loss under higher traffic loads. The adaptive gateway dynamically selects MQTT QoS 0 or
CoAP NON under stable conditions, resulting in latency reductions of 18-27% in comparison
to static MQTT QoS 1 while maintaining delivery ratios above 98%. This demonstrates that
adaptivity does not compromise baseline performance.

Figure 2 shows that CoAP NON achieves the lowest latency, due to the absence of
retransmissions, while MQTT QoS 1 provides the highest delivery reliability. The adaptive
gateway closely follows the best-performing protocol, which achieves a balanced trade-off.
This can be explained statistically as shown in Table I.

1.04 — MQTT_QOS1 |
COAP_CON :IJ‘
COAP_NON

e ADAPTIVE ) - rr

"

30 a0 50 60 70
Latency (ms)

Figure 2: Latency CDF under baseline conditions (n = 5, periodic workload).

n | workload Mode fault rows | PDR Latency (m§) Retries | Recovery
mean median p95 mean (s)

5 | Periodic Adaptive None | 1190 1 46.40840336 46 69 0 0

5 Periodic COAP_CON None | 1190 1 41.39831933 41 63 0 0

5 | Periodic | COAP_NON | None | 1190 1 35 35 55 0 0

5 | Periodic | MQTT_QOS1 | None | 1190 1 46.40840336 46 69 0 0

Table I: Baseline performance comparison (PDR, mean latency, p95 latency)

4.2 Resilience to ZigBee and Node Failures

During ZigBee link degradation (F1), static configurations experience sharp drops in packet
delivery ratio, with recovery times exceeding 40 s in some cases. In contrast, the adaptive
gateway reacts by switching to higher-reliability transmission modes, reducing recovery time
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by 31-38% on average. Node dropout scenarios (F2) show similar trends. While all
configurations eventually recover, the adaptive gateway maintains a higher service continuity,
reflected in a significantly smaller degradation area.

1.0 4

0.8

0.6 1

PDR

0.4 4

0.2 4

0.0+

MOTT Qos1 CoAP CON CoAP NON Adaptive

Figure 3: PDR under ZigBee degradation.

The adaptive gateway mitigates performance degradation by favoring CoAP NON during
periods of high loss.

4.3 Broker Outage Resilience

Broker outages (F3) severely impact MQTT-only configurations, causing near-complete
service disruption. The adaptive gateway detects broker unavailability within a few seconds
and switches to CoAP-based delivery whenever possible, preserving partial data delivery and
reducing the impact of outages. During backhaul disconnections (F4), buffering at the gateway
allows the adaptive system to resume transmission rapidly once connectivity is restored. In
comparison to static approaches, the adaptive gateway reduces valid data loss by over 45%.

|

064 “

POR 158 window)

Time (9)

Figure 4: Packet delivery ratio over time during broker outage (adaptive mode)

Static MQTT configurations experience near-complete delivery failure during the outage. In
contrast, the adaptive gateway detects the failure and switches to CoAP-based delivery to
maintain service continuity.
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As shown in Figure 5, we can notice the following:

COaP MO

¥ coarcon
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150 200

Figure 5: Protocol switching timeline during broker outage.

MQTT QoS1 depends on the broker. When the broker goes down between 120-180 s,

MQTT fails during that window. That is why MQTT PDR drops sharply.

CoAP does not depend on the MQTT broker, so both CoAP CON and CoAP NON

continue delivering packets.

The adaptive gateway detects a broker failure and switches from MQTT to CoAP

CON. This is why adaptive performance remains much higher than static MQTT.

workload

mode

fault

rows

pdr

latency mean
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latency
median

(ms)

latency
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retries mean

recovery

(s)

PERIODIC

ADAPTIVE

BROKER_OUTAGE

1190

0.987394958

45.12595745

45
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0.002521008

10
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1
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41
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0

0

PERIODIC

COAP_NON

BROKER_OUTAGE
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1

35

35

55

0

0

PERIODIC
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46.42474916

46

70

0

Table II: Performance comparison under broker outage.

4.4 Backhaul Loss and Node Dropout
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Figure 6: Recovery behavior under backhaul loss.
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Figure 7: Impact of node dropout on delivery performance

4.5 Overhead Analysis

The adaptive mechanism adds only a small amount of overhead at the gateway. CPU utilization
increases by about 6-9% in comparison to static setups. Memory usage stays about the same
because the switching logic and monitoring are lightweight. Network overhead is often lower
during congestion since the gateway switches protocols as needed. These results show that the
benefits of protocol adaptivity outweigh the extra costs. Our findings also show that the
advantages of our model are most noticeable during failures, which are often missed in IoT
protocol evaluations.

4.6 Scalability Analysis

To evaluate the scalability of the proposed system, several experiments were conducted on
networks with 3, 5, and 10 nodes to compare communication modes. The results are
summarized in Table III.

T s B Mean latency p95 latency Me.::m Mean queue
(ms) (ms) retries length
3 MQTT QoS1 1 36.47 50 0 1
3 CoAP CON 1 31.52 44 0 1
3 CoAP NON 1 25 35 0 1
3 Adaptive | 1 | 36.47 50 0 1
5 MQTT QoS1 1 46.41 69 0 1.99
5 CoAP CON 1 41.4 63 0 1.99
5 CoAPNON | 1 | 35 55 0 1.99
5 Adaptive 1 46.41 69 0 1.99
10 MQTT QoS1 1 71.53 117 0 4.29
10 CoAP CON 1 66.54 111 0 4.29
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Mean latency p95 latency Mean Mean queue
Nodes Mode PDR .
(ms) (ms) retries length
10 CoAP NON 1 60 105 0 4.29
10 Adaptive 1 71.53 117 0 4.29

Table III: Scalability Analysis Results

However, the adaptive switching maintains reliable performance by automatically selecting
the appropriate communication mode while keeping PDR at 1.0 and transmission retries at
Zero.

4.7 Discussion

The results show that no single protocol works best in every situation. MQTT performs well
when the network is stable, while CoAP is more reliable during failures. The adaptive gateway
uses the advantages of both, providing resilience without losing performance.

5. Conclusion and Future Work

5.1 Conclusion

In this paper, we introduced an adaptive edge gateway for ZigBee-based IoT systems that can
switch between MQTT and CoAP in real time in response to network needs or failures. As
opposed to traditional 10T setups that use a fixed protocol, our method uses the advantages of
both MQTT and CoAP to keep services running smoothly and reliably. We tested the gateway
with thorough simulations in ns-3, using different traffic patterns and failure scenarios. The
results show that adaptive protocol switching greatly improves resilience, such as faster
recovery and less service loss, compared to static setups. These improvements come with only
a small increase in processing load at the gateway. Our research shows that making protocol
choices adaptive at the edge is an effective and often overlooked way to build more resilient
IoT systems. Choosing the right protocol can improve reliability, keep latency stable, and make
systems more fault-tolerant.

5.2 Future Work

This study points to several future research directions. First, the current rule-based switching
could be improved with machine learning or reinforcement learning to make protocol selection
more predictive and self-optimizing in complex situations. Second, future work could include
other protocols like HTTP/2, QUIC-based messaging, or new lightweight publish-subscribe
systems. Third, testing the gateway on real hardware, such as Raspberry Pi gateways and
WEMOS D1 R1 nodes, would make the results more practical. Finally, future research could
look at combining security and resilience, so that protocol switching is based on trust and
anomaly detection as well as performance and fault indicators.
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