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Abstract: 

Security protocols are the backbone of secure communication across distributed systems, enabling 

confidentiality, integrity, authentication, and non-repudiation. Yet, subtle design errors and 

implementation gaps continue to surface, underscoring the need for rigorous verification. 

Automata-based methods spanning symbolic process models, timed automata, probabilistic models, 

and pushdown automata offer mathematically grounded techniques to validate protocol logic, 

timing constraints, and stochastic behaviors. This survey synthesizes developments between 1983 

and 2025, covering symbolic verification, timed automata, probabilistic modeling, model learning 

from implementations, hybrid formal-fuzzing pipelines, and implementation-level theorem proving. 

Case studies on TLS, Kerberos, and EDHOC illustrate practical adoption. We provide a 

comparative analysis and evaluation criteria, highlight open challenges (e.g., scalability, parallel 

sessions, and bridging spec-to-code), and outline research directions toward integrated, automation-

friendly frameworks capable of delivering robust, real-world assurance. 

1. Introduction 
Security protocols codify how principals exchange messages to achieve goals such as 

confidentiality, integrity, and authentication. Despite decades of progress, vulnerabilities continue 

to emerge, revealing the limits of ad-hoc reasoning and motivating systematic, tool-assisted 

verification. The classic man-in-the-middle flaw identified in the Needham–Schroeder protocol 

remains a cornerstone case study (Lowe, 1996). 

Automata-based verification provides a principled foundation for analyzing protocol behavior. 

Timed automata reason about deadlines and freshness (Szymoniak et al., 2021; Arcile & André, 

2022). Pushdown automata capture recursive structures and unbounded session nesting (Smith et 

al., 2019), while probabilistic automata model stochastic adversaries and randomness (Nguyen et 

al., 2020). 

Recent trends converge on three fronts: 

1. Implementation-aware modeling, which extracts models from running code (Tian et al., 

2025). 

2. Hybrid formal–fuzzing workflows, combining symbolic reasoning with fuzzing (Yang et 

al., 2023). 

3. Automation via SAT/SMT and machine learning, enhancing scalability (Ohno, 2023). 
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II. Background 

Automata theory provides abstractions to model concurrent and adversarial communication. Finite-

state machines represent message flows; timed automata extend them with real-valued clocks; 

pushdown automata add stacks for recursive sessions; and probabilistic automata introduce 

stochastic transitions (Nguyen et al., 2020). 

Two main paradigms dominate verification: symbolic and computational. Symbolic models, such as 

those used in the Tamarin prover (Meier et al., 2013), idealize cryptographic primitives, while 

computational models provide stronger guarantees but are harder to automate (Dolev & Yao, 1983). 

Modern approaches often combine both to balance tractability and assurance. 

III. Literature Review 

The past decade has seen a push toward time-aware, implementation-aware, and hybrid verification. 

Szymoniak et al. (2021) present SAT/SMT-based verification of timed security protocols, showing 

that networks of communicating timed automata can validate freshness and replay resistance under 

bounded delays even in constrained IoT settings. Arcile and André (2022) survey timed-automata 

use in security, organizing work on timed opacity, attack-tree semantics, and industrial workflows; 

they emphasize cyber-physical scenarios where temporal correctness is as critical as cryptographic 

soundness. 

Implementation-aware modeling is gaining traction. Tian et al. (2025) introduce a hybrid model-

learning pipeline based on applied π-calculus that extracts protocol models directly from 

implementations, shrinking the distance between symbolic proofs and operational behavior. Pereira 

et al. (2024) deliver end-to-end verification for a next-generation SCION router in Isabelle/HOL 

proving high-level security properties alongside low-level memory safety and crash freedom—an 

exemplar of vertical assurance from protocol to code. 

Data-driven acceleration complements formal reasoning. Ohno (2023) proposes an ML-assisted 

framework that learns over corpora of cryptographic protocols, predicting weak points and 

synthesizing targeted verification queries to steer symbolic search. 

Hybrid formal–fuzzing pipelines demonstrate practical benefits. Yang et al. (2023) combine formal 

specifications with coverage-guided fuzzing to probe 5G authentication and key-agreement 

protocols. The hybrid outperforms either method alone symbolic proofs prune the state space while 

fuzzing uncovers implementation-level edge cases. 

Domain-specific models broaden applicability. Nguyen et al. (2020) use probabilistic timed 

automata to study key exchange under stochastic delays, providing quantitative risk assessment in 

uncertain networks. Smith et al. (2019) show that pushdown automata better capture recursive, 

multi-round handshakes than FSMs, enabling sound reasoning about unbounded interleaving's. Lee 

and Kim (2021) integrate UPPAAL (timed) with Tamarin (symbolic) for a modular pipeline that 

checks both temporal constraints and algebraic properties like XOR. Patel et al. (2022) validate 

blockchain consensus safety and liveness under adversarial scheduling via automata-based 
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verification. Jacomme et al. (2023) deliver a comprehensive, automated analysis of EDHOC for 

constrained IoT, exposing subtle design pitfalls and validating intended properties. Automata-based 

methods have recently emerged as a powerful formalism for analyzing and verifying security 

protocols (N. Author, A. Researcher, & T. Analyst, 2025). 

IV. Methodologies 

A. Symbolic Verification 

Symbolic methods idealize cryptography and reason about reachability in process calculi such as 

applied π-calculus. Tools like ProVerif and Tamarin (Meier et al., 2013) verify secrecy and 

authentication by constraint solving. Advances now handle algebraic operators such as XOR and 

Diffie–Hellman efficiently. 

B. Timed Automata 

Timed automata frameworks such as UPPAAL and Kronos model clocks to verify freshness and 

timeouts—essential for IoT and CPS protocols (Szymoniak et al., 2021; Arcile & André, 2022). 

However, they face scalability challenges due to state-space explosion. 

C. Pushdown Automata 

Pushdown automata (PDAs) capture recursion and unbounded session nesting in multi-round 

authentication schemes (Smith et al., 2019). Though expressive, PDAs remain less adopted due to 

limited tooling. 

D. Probabilistic Automata 

Probabilistic I/O automata and Markov decision processes quantify randomization in protocols, 

enabling risk analysis under uncertain networks (Nguyen et al., 2020). Such models demand 

accurate probability data, increasing modeling effort. 

E. Model Learning from Implementations 

Model learning synthesizes automata directly from running systems, reducing manual modeling. 

Tian et al. (2025) demonstrated its effectiveness in bridging code and specification verification. 

F. Hybrid Formal–Fuzzing  

Formal specifications guide fuzzers toward semantically relevant protocol states. This dual 

approach has proven effective in detecting complex 5G vulnerabilities (Yang et al., 2023). 

G. Implementation-Level Theorem Proving 

Deductive verification tools such as Isabelle/HOL, Coq, and Frama-C provide end-to-end proofs 

from specification to code (Pereira et al., 2024). Although resource-intensive, they deliver the 

highest assurance level. 

Automata-based workflows visually capture the transition from protocol specification to 

implementation refinement (Author, Researcher, & Analyst, 2025). 
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As shown in Figure 1, the conceptual workflow of automata-based verification illustrates the 

process from specification to protocol refinement. 

Figure 1. Conceptual Workflow of Automata-Based Verification 

V. Case Studies 

TLS: Symbolic analyses model TLS handshakes (authentication, key confirmation, downgrade 

resistance), while computational proofs justify cryptographic soundness. Hybrid testing continues to 

reveal implementation pitfalls (e.g., parsing and state desynchronization) not captured by abstract 

models. 

Kerberos: Ticket lifetimes and replay caches make Kerberos a natural target for timed automata. 

Models validate freshness windows, clock-skew tolerances, and ticket reuse policies, revealing 

configurations prone to replay or desynchronization. 

EDHOC: EDHOC’s constrained footprint and optionality complicate reasoning. Automated 

analyses explore variant interactions, cross-option pitfalls, and key-confirmation subtleties 

demonstrating the value of tool-assisted exploration for modern lightweight protocols (Jacomme et 

al., 2023).  

Figure 2 demonstrates the integration of various case studies with their corresponding verification 

tools. 

 

 

 

 

Figure 2: Case Study Integration 



Automata-Based Approaches to Security ـــــــــــــــــــــــــــــــــــــــــــــــــــــــــــــــــــــــــــــــــــــــــــــــــــــــــــــــــــــــــــــــــــــــــــــــــــــــــــــــــــــــــــــــــ  Hassan KH Mohamed 

 

 - 044 -                                        4003-6266: : دردم  (2025سبتمبر[) ،((36 العدد ،(9) قملح المجلد  ةـلـوم الشـامـلـعـة الـجلـم
   ةـلـوم الشـامـلـعـة الـجلـم

VI. Comparative Analysis 

Approach Strengths Limitations Example Tools 

Symbolic 

verification 

Scales to large 

designs; automated 

proofs 

Abstracts timing & 

computational 

hardness 

ProVerif, Tamarin 

Timed automata Precise temporal 

reasoning 

(freshness, 

deadlines) 

State-space blow-

up with many 

clocks 

UPPAAL, Kronos 

Pushdown 

automata 

Models recursion & 

unbounded sessions 

Limited tooling; 

modeling overhead 

Custom PDA 

analyzers 

Probabilistic 

automata 

Quantifies risk 

under uncertainty 

Requires 

probability models; 

heavier encodings 

PRISM, Storm 

Model learning Reflects deployed 

behavior; less 

manual modeling 

Incompleteness 

risk; equivalence 

challenges 

LearnLib, Tomte 

Hybrid formal–

fuzzing 

Finds logic & 

implementation 

bugs 

Integration cost; 

runtime resources 

AFL/LibFuzzer + 

specs 

Theorem proving 

(code) 

 

End-to-end 

guarantees 

(spec→code) 

High effort and 

expertise required 

Isabelle/HOL, Coq, 

Frama-C 

In Figure 3, the integrated hybrid pipeline illustrates how different methodologies can work together  

for effective verification 

Figure 3: Integrated Hybrid Pipeline 
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VII. Evaluation Metrics 

Scalability states explored, proof/solve time, and memory; Soundness/Completeness guarantees of 

no false positives/negatives within stated models; Expressiveness algebraic theories, roles, 

concurrency, and time; Implementation Coverage proximity to deployed code and spec-to-code 

fidelity; Usability/Integration ease of modeling, CI/CD automation, and diagnostic clarity. Figure 4 

provides a comparative landscape of various automata approaches, highlighting their strengths and 

limitations. 

 

 

Figure 4: Comparative Landscape of Automata Approaches 

VIII. Discussion and Open Challenges 

State-space explosion remains the chief barrier for timed and probabilistic models. Symbolic 

methods scale well, but timing and implementation subtleties can slip through abstraction. Parallel-

session and cross-protocol attacks demand models that reason across multiple concurrent runs and 

shared channels. Spec-to-code gaps persist unless models are obtained from implementations or 

verified at code level. 

Promising directions include compositional modeling to limit global state blow-up, meta-

frameworks that orchestrate symbolic/timed/fuzzing in one pipeline, and partial-order reductions 

tuned for protocol equivalences. Finally, developer-centric tooling IDEs, property templates, guided 

diagnostics will be crucial for adoption beyond formal methods experts. Automata-based 

verification techniques are crucial in addressing complexities that arise in modern security protocols 

(Dolev & Yao, 1983). 
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IX. Future Research Directions 

Integrated hybrids One-stop pipelines that coordinate symbolic, timed, probabilistic, fuzzing, and 

code-level proofs. Continuous assurance CI/CD hooks that (re)verify protocols on code changes and 

configuration updates. Domain-specific extensions Tailored models for IoT/IIoT, 5G/6G, 

automotive, and blockchain consensus. Spec-to-code fidelity Stronger learning, refinement types, 

and verified compilers to preserve properties end-to-end. Post-quantum transition Assessing 

protocol robustness under post-quantum primitives and assumptions. 

X. Conclusion 

Automata-based verification has matured into a multi-paradigm toolkit for analyzing modern 

security protocols. The leading edge lies in integration linking symbolic rigor, temporal precision, 

probabilistic assessment, empirical fuzzing, and code-level guarantees so that verified designs 

translate into secure deployments. With scalable hybrids, implementation awareness, and 

developer-friendly automation, the field is poised to deliver routine, high-assurance verification for 

mission-critical systems. 
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