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Abstract

Closing the banking system is one of the most crucial things that should be done in financial
institutions especially banks. This can happen daily, monthly, or yearly. When the bank follows a
proper routine every day, it helps maintain consistency in its operations, and it will also help
maintain the internal and external balance of the bank. The closing is stopped and delayed when any
mistake or unusual and suspicious transaction occurs. Thus, it adds stress, work, and effort. This
raises the dangers of doing business. Banks must close every day to deal with the large number of
transactions that happen during the day that the bank’s actual activities to directly find any
mistakes, suspicions, fraud attempts or theft. Unlike the shops or stores that are mostly closed for a
day in the month or a year, this is different. The research proposes a Machine Learning based
approach for the early identification of anomalies leading to daily closing failure. We used synthetic
data that acted like a real bank setting. The dataset used was open-source and available on Kaggle
as well. They used several models such as Random Forest, which is a supervised model, and
Isolation Forest, which is an unsupervised model The models were deployed and analyzed on
performance through metrics pertaining to machine learning such as recall, positive accuracy, F1-
Score, and ROC-AUC. The study showed the results of Random Forest model are highly accurate
for classifies data. The model called Isolation Forest was also quite capable of finding the
unexpected patterns. The applications of both models together could be beneficial in developing and
constructing a model for an early warning system which would reduce sudden closures and enhance
the role of digital transformation in the banking industry as a whole.

Keywords:
Banking Systems, Daily Closure, Machine Learning, Anomaly Detection, Synthetic Data, Random
Forest, Isolation Forest.
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Introduction

Banks face difficulty ensuring daily closure of their banking systems. The banking
system's closure process happens daily when the above internal and external accounts
do not match at the end of each working day. This keeps balances accurate and data
safe. When the daily closing is done properly, mistakes or discrepancies are
discovered early. Even little mistakes can lead to quick fixes when paired with
reporting errors and other problems. If banks do not shut down on a regular basis on a
daily basis, it causes too many mistakes to happen. Moreover, business goes on more
in a disciplined and orderly way.

If any transactions get flagged as wrong, unusual, or suspicious, it could slow down
closing and put additional strain on staff and additional work effort, and increase the
bank’s operating risks (Petropoulos et al, 2020). Many surveys suggest that medium
and large financial institutions struggle to keep their financial records accurate
(Ranjan, 2025). This can cause lost revenue and a higher risk of fraud. The gaps in
the settlement process can lead to the violation of generated rules by banks, delays in
review and audit processes, and weakness in operational management. Due to the
concerns regarding NPA and money laundering, daily closing is adopted as a means
to mitigate these risks (Rachmad, 2025).

Banks need to shutter accounts daily. Other businesses, like a store, shop, workshop,
service office and other non-financial companies do it once a month, once a quarter,
once in six months or once a year. The reason for this is that we have a lot of
different transactions taking place in a single day. So, it becomes crucial to identify
any mistakes, doubts, oddities, or fraudulent efforts straightaway, before they happen.
In banks with lots of transactions every day, closing every day is essential to track
rapid cash transactions, adhere to the rules and keep the customer happy. Financial
control teams can catch fraud in time by comparing internal records with external
sources to find discrepancies (Chohan, 2025). These are done on a daily basis by
movie reconciliation of the business. This allows for locating issues (such duplicate
entries, unapproved withdrawals, or unfinished transactions) and taking the right
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steps before any loss accumulation. Daily close of business, regularly, helps the bank
keep its records clean and updated in compliance with the rules so that the bank is
always ready to fulfill audit and compliance requirements. If daily closing process
does not take place for any reason, apart from being malfunctioning, it can also
indicate a strange act or a security breach. For example, an unusual transaction as a
result of cyberattack or technical failure which remains undetected and unfixed for a
while can damage the financial system considerably and weaken its stability. It’s like
looking for a needle in a haystack because there are so many transactions and so few
real anomalies. We need tools that can monitor and perform automated analysis of
large amounts of data in real time so as to catch them early and prevent them from
causing problems. The banking and finance sector has recently discovered artificial
intelligence and machine learning technologies as a feasible solution to such
problems. Many banks all over the world have showcased powerful anomaly
detection tools capable of identifying fraud, combating money laundering, and other
illicit activities. As time passes, more people are realizing the importance of smart
financial data analysis. This means that machine learning models can quickly identify
and report unusual patterns in transaction flow. These programs are effective against
financial fraud and are being assessed for application in monitoring key internal
banking functions, including the daily closing of accounts.

Our paper proposes a new model using implemented machined learning approaches
to detect abnormalities which could affect daily closure in banks. In order to do this,
synthetic data mimicking the real banking environment was used to ensure that a
multitude of conceivable scenarios were addressed. Using an open data set of Kaggle
in this model increased its accuracy and realism. Various machine learning models
were adopted for validation and comparison purposes. The Random Forest model is a
supervised learning technique that makes use of labelled data, whereas the Isolation
Forest model is an unsupervised learning technique that detects anomalies that does
not need labelled data. When we combine these two methods, we can handle these
two situations. On one hand, we can handle basis historical data with identifiable
failures. On the other hand, we can handle fresh, unknown anomalies. To evaluate the
performance of the models, we used a few machine learning metrics. The basic
metrics included recall, precision, F1 score and area under the ROC curve (ROC-
AUC). The experiments showed that the Random Forest model performed better than
the Classification Model based on getting high accuracy rates from the labeled data.
The Segregated Forest model was better in finding surprising patterns in unlabeled
data. The results show that creating a dual approach that mixes supervised and
unsupervised learning is vital for performing anomaly detection. The unification of
the two models creates solid scheme for an early-warning system which forecasts
closure failures before they occur and thus prevents the abrupt closure failures that
disrupt operation of banks. In addition, this strategy highlights the importance of
digital transformation to ensure the stability of the banking business and enhance the
efficiency of operational risk management in the financial sector.
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Problem Statement

Being a bank, the accuracy and speed of daily closing procedures are vital. Because
they ensure that the transactions have been settled correctly and that the internal
accounts of the bank match the external one. But this process still has a lot of
operational risks. It is possible that a mistake of entering the same information twice,
not entering a transaction or entering the wrong amount will throw the whole cycle.

In practice, the system only detects the error when it reaches the defective data point,
which means that useful hours of work are lost before the closing process is deemed a
failure. For instance, if a large number of reports are processed and a failure occurs
later in the sequence then the entire workflow has to be restarted which delays
financial reporting and adds pressure on the IT infrastructure and financial resources
team. Many of today’s work methods are reactive.

This means traditional rule-based checking and manual auditing find problems only
after they occur. This raises operational risks and reduces the reliability of financial
data. This kind of reaction can causes banks to have disruptions at their daily
operations. It may sometimes make them non-compliant with the regulator. There's a
need for solutions that prevent failure scenarios that stall the closing process. These
Issues impact a bank's bottom line. Machine learning technologies enable analysis of
huge volume of transaction data and early detection of aberrant patterns, which is a
promising solution to reduce the unexpected disruptions and enhance resilience and
operational efficiency in the banking sector significantly..

Literature review

In recent years, the banking and finance sectors have witnessed a significant increase
in the use of Artificial Intelligence (Al) and Machine Learning (ML) technologies
(Armutcu, 2025). Financial technologies can speed up the closing, and find fraud, and
other issues in the data (Shang et al, 2025). Recently, several studies examined this
issue from different angles. Farouk (2025) discussed the future of closing processes.
The closing procedure can be expedited with the use of technology such as Al and
ML, allowing for increased accuracy of data and control measures. This research
focused on the role of automation in simplifying closure operations, but did not
directly address the issue of closing failures or predicting them. According to
Sebastian and Sodi (2025), Al is important in bank account reconciliation as
intelligent systems reduce human error and help to detect irregularities in real time.
While these findings were valuable, they were ultimately focused on improving
periodic reconciliation processes, not the daily closing process. Mokwena et al.
(2025) introduced an ensemble model that applies various methods including
isolation forest, k-means, and logistic regression for online banking fraud detection.
This research could detect the fraudulent pattern with an accuracy of up to 98%.
Thus, it shows the effectiveness of ensemble models. Yet, this research is about
internet fraud, not failed bank closures. The researchers Herorkar et al. published a
methodology called Fin-Fed-OD which uses federated learning for discovering
problems in distributed financial data. This process or method allows entities to share
their knowledge without losing any sensitive data, thus improving confidentiality and
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security. This plan is a strong one, but it hasn’t been tested in the real world where
banks close each day. In their 2024 study, Bakumenko et al. examined how large
language representation can optimise anomaly detection systems through encoding
categorical financial data. This suggests large language models could improve their
anomaly detection. The methodology improves accuracy and management of
different forms of data, as their findings show. Thus, this research focused on the
general ledger and was not applied to daily closing activities. The prior studies
conducted in this heartening area have been focused mostly on automation of the
financial operations, detecting fraud and anomalies using different techniques.
However, they did not focus sufficiently on the issue relating to the early prediction
of daily closing failures. Closing a month is one of the most vital aspects of any
bank’s operation as it determines the validity of the financial records and integrity of
reports issued to the management and regulators. In the event that this operation fails,
specifically that the closing does not happen or happens too late, it will lead to high
operational risks and expenses and will cause the bank’s regulator to sue it. As a
result, the purpose of this study is to make it easier to predict daily closing failures
before they happen. This area has not been thoroughly researched in the past. It also
contributes to improving efficiency in banking operations, reducing operational risks
and ensuring more secure business continuity.

Methodology
Datasets

This study utilized two integrated datasets. One type of dataset was created in the lab
or used to mimic real scenarios where banks close at day-end. The real banking data
IS sensitive in nature and could be shared with the public. Therefore, synthetic records
were generated depicting problem cases which normally result in failed closures.
Duplicate transactions, incomplete records, wrong values and unmatched balancing
across subsystems that are error-ridden. We built this data set to ensure the models
were tested on closure-specific problems and not general financial problems. The
data was directly linked to the research problem.

Table 1: Synthetic dataset scenarios simulating banking closure anomalies

Scenario ID [[Anomaly Type Description Example Case

S1 Duplicated Transaction ||Same transaction recorded more than once ;I\'Arl?cnesfer of 5000 LYD posted
- . . . Transaction  without  account

S2 Incomplete Record Missing mandatory fields in transaction log number

S3 Incorrect Amount Qrgdc:;mt does not balance between debit and Debit = 1500, Credit = 1000

S4 Unbalanced Closure || Totals across subsystems do not match Treasury vs. Core  Banking

mismatch

dataset, this study used a Kaggle dataset that is commonly used to find credit card
fraud. This benchmark dataset has more than 280,000 transactions, and a small group

3-3758 ISSN: 3014-6266 :103) (20251030)) .(37) 1201 .(10) V20| AleLi pglell il=n




Early Prediction of Banking Closure Failures Using Machine Learning for Anomaly Detection

of them are called anomalies (fraudulent records). This is not directly related to
closure failures. Its inclusion guaranteed the framework's validity against a globally
acknowledged dataset, facilitating comparability with prior studies in financial
anomaly detection research.

Table 2: Summary of the Kaggle Credit Card Fraud Detection Dataset

Attribute Description

Dataset Source Kaggle (Credit Card Fraud Detection).

Number of Transactions 284,807

Number of Anomalies 492 (fraudulent transactions)

Normal Transactions 284,315

Features 30 numerical features (V1-V28, Amount, Time)
Target Variable Binary label (0 = Normal, 1 = Fraud/Anomaly)
Imbalance Ratio ~0.17% anomalies vs. 99.83% normal transactions

These two datasets were merged in such a way for achieving realism (using synthetic
closure data) and normative validation (using Kaggle). By using this hybrid
technique, it was possible to test the models in a controlled, problem-oriented
environment and in a larger, broadly-shared research environment.

Preprocessing

Both datasets were preprocessed quite well before training the model. We checked
the data and conducted finding and fixing of missing values. To do machine learning
with categorical variables, the variables were provided with special numeric codes,
such as transaction type, branch id. To ensure uniformity of measures across the
features, the continuous variables like transaction amount and time were
standardized. A big problem with anomaly detection is the large imbalance in the
number of normal transactions versus the number of failures or anomalies. To
minimize this problem, oversampling the minority class and modifying the class
weight were applied during model training. Finally, 70% of the data was used for
training while 30% was used for testing. In this manner, learning will happen for
most of the data and a test will be done independently on a separate set.

1. For this study, we opted for two machine learning models owing to their
complementary strengths.

2. Random Forest (RF) is a supervised learning algorithm that learns from data that
has been labeled. A robust RF, or random forests algorithm is capable of handling
features with a lot of dimensions. Thus, RF is useful for structured transactional data.

Isolated Forest (IF) is an algorithm that finds unexpected patterns without assistance.
Unlike supervised methods, this algorithm does not utilize the labels. Instead, it
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identifies observations that differ greatly from the others. This helps us find new
patterns or ones that have not been seen before or novel..

Table 3: Models used in the study
Model Type Role in Study

Random Forest | Supervised |Predict closure failures using labeled data

Isolation Forest|Unsupervised| Detect anomalies without labeled failure cases

These models offered two complementary viewpoints: supervised forecasting of
identified anomalies and unsupervised identification of unforeseen irregularities.

Evaluation Strategy
Evaluation Strategy

We employ several metric analysis to find effective violated and get the sense on
the capacity of our prediction. * Accuracy measured the percentage of correct
predictions, overall, but was not very effective when the classes were not evenly
balanced.

» The precision of a test was determined by the number of predicted anomalies
which turned out to be true anomalies which helped reduce false alarms.

* Recall helps you see how many real anomalies were found. This is very
important for avoiding shutdown failures.

» The F1 index weighed the false positives against the false negatives. It is the
harmonic mean oOf precision and recall.

» The ROC-AUC evaluated the ability of the model to distinguish classes at
different thresholds.

Table 4: Evaluation metrics employed in the study

Metric Description Importance in This Study

Accuracy ||Proportion of total correct predictions. Indicates general model correctness

Reduces false alarms (important in

Precision ||It's a share of spots predicted right. .
operations)

The ratio of true positives to the total of true positives and

Recall . Ensures anomalies are not missed

false negatives.
F1-Score ||Harmonic mean of precision and recall. Balances sensitivity and reliability.
ROC- . . - Evaluates discriminative power across
AUC Area under the Receiver Operating Characteristic curve. thresholds.

The evaluation process was thorough and fair, thanks to this set of metrics. Notably,
recall mattered because missing a closure-related anomaly could lead to a system
failure. They also monitored precision to ensure the staff received not too many false
alerts.
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Results

n this research, we examined the suggested framework using a synthetic dataset and a
Kaggle benchmark dataset. We compared supervised models like random forest with
unsupervised ones like isolated forest on different metrics.

Table 1 shows how well both models did overall. Random forest model has the best
accuracy and F1 score, which shows its strength when labeled data is available.
Different machine learning model with lower moderate accuracy as well as higher
recall, showing that this model can find the anomaly and capture it well even if it is
new or never seen.

Table 5 Performance metrics for Random Forest and Isolation Forest.

Model Accuracy Precision Recall F1-score ROC-AUC
Random Forest 0.97 0.95 0.94 0.945 0.98
Isolation Forest 0.92 0.88 0.96 0.92 0.95

he distribution of classes in the dataset is shown in Figures 1A and 1B. Figure 1A
shows how the synthetic dataset is spread out. The approach was modeled on real-
world shutdown failure scenarios. Anomalies, as expected, are less frequent than
normal ones. Like how rare, impact and hardly easy failures happen in real-world
banking situations. According to the distribution on Kaggle as depicted in figure 1B,
there is more normal transaction and less anomaly transaction. We see that if we just
rely on accuracy, then we cannot make the correct judgement of the working of a
model. We use precision, recall, and F1 score.

Class Distribution

Class Distribution

e
@
|

250000

e
=]
I

200000

Proportion

L50000

LO0000

50000 -

Class

o]

Normal Anomaly

Figure 1A: Class Distribution Figure 1B: Kaggle Dataset Class
(Synthetic Dataset) Distribution.

Figure 2 shows the confusion matrices of the Random Forest model. In the composed
dataset (Figure 2A), the model correctly identified most transactions as normal or
anomalous with only a handful of anomalies being incorrectly classified as normal.
The model is capable of finding abnormalities linked to closure in a simulated
situation of bank expiry. The Random Forest model displayed yet again strong and
exceptional performance when deployed on the Kaggle data set (Figure 2B), which
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has many more transactions. It found most of the anomalies correctly, and had
relatively few false alarms. The tested financial data showed that it is robust and can
be upscale to complicated and real-world..

Confusion Matrix - RandomForest

2500 Confusion Matrix - Random Fore
250000

Normal

2000

Normal 300 200000

~- 1500

Actual

150000
- 1000

85 65 100000
romaly 25 467

Anomaly

50000

] " _
Normal Anomaly Normal Anomaly
Predicted Predicted label

Figure 2A: Confusion Matrix (Random Figure 2B: Show a confusion matrix of
Forest on Synthetic Dataset). Random Forest on Kaggle Dataset.

Confusion matrices are seen for the Isolation Forest in Figure 3. The model was
capable of detecting most anomalies present in the first synthetic dataset (Figure 3A),
but it did have some false positives compared to the Random Forest model. It shows
that this method is unsupervised as it does not use labelled data but finds anomalies in
the overwhelming majority of cases. The model performed reliably well on the
Kaggle dataset for anomaly detection (Figure 3B). The supervised model could have
missed the rare failures it detected. However, it simultaneously created more false
positives, which is typical when working with a large, unbalanced data set. In
addition, on the Kaggle dataset (Fig. 3B), model retained its capacity to detect
anomalies, picking up on rare failures, which the supervised model might’ve missed.
Still, more false positives were produced but that is the nature of this large &
imbalanced dataset.

Confusion Matrix - Isolation Forest (Synthetic Dataset)

2500 Confusion Matrix - Isolation Fore
250000

2000

Normal

Normal 283800 1000 200000

j 1500 150000

Actual label

- 1000 100000

20 a72
20 70 romaly

Anomaly

- 500 50000

Normal Anomaly

' ! Predicted label
Normal Anomaly

Predicted label

Figure 3A: Confusion Matrix
(Isolation Forest on Synthetic
Dataset)

Figure 3B: Confusion Matrix (Isolation Forest
on Kaggle Dataset)
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As shown in the ROC curve Comparison (Figure 4), both models performed quite
well, however, the Random Forest model performed slightly better than the Isolated
Forest model. The area under the curve (AUC) illustrates the power of the supervised
method, whereas the usefulness of the unsupervised model is indicative of the
velocity with which new and expected anomalies can be discovered.

ROC Curve Comparison
1.0

—

Il
o
‘

True Positive Rate
o
.

0.2

P Random Forest (AUC = 0.98)
0.0F ¥ Isolation Forest (AUC = 0.95)

0.0 0.2 0.4 0.6 0.8 1.0
False Positive Rate

Figure 4: ROC Curve Comparison
Interpretation of Results
The results show that:

Random Forest is capable of working with a big amount of data well if they are
labelled. The accuracy obtained was 0.97 with a ROC-AUC of 0.98 and was overall
consistent across all the metrics.

* The Isolated Forest algorithm was confirmed to have superior detection capability
of hidden problems due to it having a higher recall rate or data retrieval of 0.96, but it
needs reprocessing after to reduce false positives.

* Merging different aspects of two models makes them more robust to product a
better prediction. The Random Forest helps to be reliable, Isolated Forest is sensitive
to new anomaly patterns. According to experts, the framework helps predict failure
without an alarm and to confirm detected failure, use of vibration can make it easy.
Random Forest was the best classifier for both normal and unusual transactions, as
long as the data underlying is classified well. We anticipated that this will be the case
since supervised models learn directly from historical recorded examples. This makes
them very reliable in places where we have banks that store very large organizations
of past transactions. In such instances, we can state that the Random Forest is handy
for day-to-day closing and ensuring the stability of its operations and accuracy. On
the other hand, the isolated forest algorithm was good at detecting interesting
anomalies by not relying on labeled data. Yet, its efficiency was lesser than that of a
random forest algorithm with a higher recovery rate. In other words, it could see rare,
infrequent or invisible anomalies that other supervisory models could not. Isolated
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forests are therefore a great and very valuable option for banking environments that
are facing new and advanced types of errors. Having observed the above, a single
model comparison seems not good enough to guarantee accurate and reliable daily
closes. The Random Forest algorithm is best suited for labeled data, while the
Sandbox algorithm enhances the discovery of new anomalies that may arise. The
combination of the two models leads to a balanced approach. The Random Forest
algorithm will be the primary line of defense for all known problems while the
Sandbox algorithm will discover new residues that can cause a failed close and
aborted. Using a two-step approach can help save a lot of time because a close fails
and happens much later. Machine learning models can issue early warnings at the
beginning of the processing of the batch instead of finding a problem after processing
hundreds of reports. Because everything happens in a timely fashion, IT, finance and
other departments can step in early, before the close process gets interrupted. This
keeps the process going without lowering the risks. Using this type of smart tool in
the workflow also benefits the banking industry on its overall journey to becoming
more digital. We can’t ignore the problems in the study despite the promising report
of these results. Just because data is complex, doesn’t mean that the results can then
be generalized to the actual business system such as actual banking systems.
Similarly, there’s the continued challenge of false positives. The alert may be
unnecessary but still stress work and performance for the people involved. In that
case, view machine learning models as a tool to support work and not a replacement
for operation using existing rules based audit as well as expert judgment. Future
research should be able to mitigate such challenging instances through the use of a
more realistic dataset, discovering interpretable Al methods but also improving
model transparency and trust with professionals in this vast banking sector as well as
other regulatory bodies.

Conclusion

This study tackles the longstanding issue of bank daily close (EOD) failures with a
fresh perspective based on machine learning techniques to detect anomalies at an
early stage. Unlike other studies that were either focused on fraud detection or
reconciliation automation, this one delves into a neglected issue. It focuses directly
on the prediction of EOD failures. It was based on a combination of a benchmark
database coming from the Kaggle platform and a data set that was designed
specifically for the purpose of making EOD happen in banks. The study reveals that
artificial intelligence can predict failures before they take place. The Random Forest
algorithm yielded accurate and balanced performance when applied to labelled data,
whereas, the Isolation Forest algorithm showed high sensitivity to rare or unexpected
anomalies. The study shows that relying on a hybrid approach that combines
supervised and unsupervised models is capable of providing reliable and flexible
early warnings of EOD failures. The study adds to the literature on anomaly detection
in a new and innovative way. The findings enable banks to step in early before
downstream disruptions happen, saving time wasted due to failed shutdowns and
enhancing operational continuity. Apart from improving efficiency, integrating
machine learning techniques into critical banking operations is also in tune with the
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digital transformation objectives dominating the financial sector. The study has some
limitations. They made use of synthetic data for privacy protection which may have
reduced its applicability to a real banking system. The issue of false alarms still
persists, necessitating careful adjustments and continuous human monitoring in real-
time. The paper suggests that future research should enrich existing models using
actual banking data under tight confidentiality standards and by expanding
experiments over longer periods or extensive time series to evaluate long-run stability
of the models. Comparing the performance between Islamic banks and conventional
banks can also add scientific value due to the difference in natures, transactions, and
data patterns. We should look at using interpretative Al to enhance transparency. We
could also consider establishing ensemble frameworks with extra algorithms to
improve anomaly detection during bank closing processes. Such endeavours will
ensure  our  financial systems are more resilient and reliable.
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