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Abstract

This study aims to provide a comprehensive theoretical review of classical and quantum
cryptography concepts, highlighting the fundamental differences between traditional
algorithms and post—quantum algorithms. An analytical comparison is conducted between
the Advanced Encryption Standard (AES), a symmetric encryption algorithm, and the post-
quantum encryption algorithm CRYSTALS-Kyber, focusing on security levels and
performance efficiency. The study also addresses key challenges associated with
transitioning to quantum-resistant cryptographic environments, offering an analysis of the
strengths and weaknesses of each algorithm under review. This is particularly relevant in

light of the rapid advancements in quantum computing technologies and their implications for
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the future of information security. In addition to assessing the readiness of these algorithms
to address future security challenges, the study provides a detailed comparison of the
protection levels offered by each of the two algorithms.
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v JIF & S input
AFES execution time for 700 iterations
i

Eyber execution time for 700 iterations

.. . Program finished with exit code 0
Press ENTER to exit conscle.
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v VU IF & S input

AES execution time for 1000 iterations:

Eyber execution time for 1000 iterations

. . . Program finished with exit code 0
Presz ENTER to exit conscole.
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=]
t=]
=]
t=]

F.owber (zalmin) total time: 798 us
Fyber (slmin) average time per iteration:

- - Program finished with exit code 0
ress ENTER to exit ccnscle.D

v 7 P O & input
vata filled by repeating name: "salmin™ i : = b bytes)
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{=zalmin) total time: 798 us

(=2lmin) average time per iteration

- -Program finjished with exit code 0
ress ENTER to exit conscle.D

P N input
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(zalmin) total time: 7144 us
{(zalmin) average time per iteration:

ber (salmin) total time: 6219 us

ber (=lmin) average time per iteration:

-Program finished with exit code 0
ezz ENTER to exit console.l
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(salmin) total time: S9809% us
(salmin) average time per iteration

Fyber (salmin) total time: 8716 us

Fyber (slmin) average time per iteration

- - Program finished with exit code 0
ress ENTER to exit console.
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v J FE & & input
rlaintext = ARAARRA:

(AES Memory by byte)
Eyber:

{kyber Memory BY BYTE)

. . .Program finished with exit code 0
Press ENTER to exit console.l

v J F & & input
plaintext = HIGH INSTITUTE:

-

(AES Memory by byte): 76

Eyber:
{kyber Memory BY BYTE): 30

. . .Program finished with exit code 0
Press ENTER to exit console.l
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Compiled Successfully. memory: 4096 time: 0 exit code: 0

Key Size Possible Keys (2°n) Crack Time (Years)
32 4.,295e+89 1.361e-87
36 7.206e+lb 2.283e+08
a4 1.845e+19 5.845e+82
28 1.2859=+24 3.831e+87
96 7.923e+28 2.511e+12
112 .192e+33 1.645e+17
128 3.483=+38 1.878e+22
le@ 1.462=+48 4.631e+31
192 6.277e+57 1.989%:=+41
224 2.B696e+67 8.543e+58
250 1.158e+77 3.669%:=+68
512 1.341=+154 4.2492+137
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