ALaLE) o glall Alaa
2025 Jraws 38 2 3als (10) Alaal
3014-6266 220

Comprebensive Journal of Science
Volume (10), Issue (38), ( Dec, 2025)
ISSN: 3014-6266

A9 V) 5 Alal) adl ) Aadlsa & Sl ) Y g0
(dgal pladl) ala A gall A g Y ) 351)
rlia a) ) Adils
Ll - Ad R 5 g 3 Al 31 80 A3aly

Asaabrahm2@gmail.com

2026 /1/20 : &l )6 =2025/12/19 gl 5yt =2025/12/12 :4aa)yall flim 2025/12/8: Dy el

tuaddall
sl b ALy dg Y pihall jlaal aal€ g Y SN dale o el ) duball sl caags
) ALYl clgie aall daalill Gylall aal a3 gndl€a & Shuall Ga¥) 4l @3 €l el Glug oGl
sl 138 aey o oK 3 (LKl A8l allall sde ASHI (e Jgas g gl aslgiSall axill jgal G5yl
OISV iy Jasll Basang 5eli€ Guad CulS oy Eaal)l bl sda G Joill (Ka duleg canly ) 8 dakig dans
) GaY) s Laa ¢t SN Graaal) (o LeBDital (Ko 8 Luial Gl A Caands dusds Cg)) g il Y]
Y6 ) pdad) e 3 claj s Laphasl sl cluall 3o NI Y1 5aU Jals ¢ dang S cilaa 4aly
G perdiendl (e degena yseds o) il LAY AaanVB caline by Cadae IS 5,aY)
Sy e ) ‘:;AJ;:MAA Ol DA e deiil) ﬁAJLAA da0al Laglesall ol &}Lﬂ PEREY =S Ly::a‘)S'.'s él O g
Jabaad o Lipes o) s jme Slaglae il adaaghs (hlaall ol dole of duihale (5S8 38 Al culld alasind e
ke degyie e ulle Gaind ol lead i ol Jlsad) abs o aaslal @llly ¢ agualsn ol aeiiln Lokl
S Lgte Baaeie hgen e L S ¢JIga¥) pday 35Ny aagilly s 3Rl zhmal sale Ta
Lleat a1 Cilgally 31 1 Uglatg ¢ dajla Cpilsiy Lial ey (il s ¢ elaally kbl JW)
A Lais xe (58 IS Lgie ALY fals DA (e @lldg cGanall ladll s (ge Laadyll lSHadlly (alidy)
e il ¢ aslgi€all Holall ¢ Shymadl RV ¢ SN IR edig SSY) AW pihal) sdaabiad) LS
Abstract
This study aims to identify the nature of electronic blackmail, as one of the most dangerous
cyber and financial crimes in the modern era, and to demonstrate the significant role that
cybersecurity plays in combating it, as it is one of the effective ways to reduce it. In addition,
it addresses the role of rapid technological progress, which has facilitated the commission of
these crimes in all their forms. This development can be considered both a blessing and a curse
at the same time. Accordingly, it can be said that while these modern technologies improve the
efficiency and quality of work and foster innovation, they also cause significant security
vulnerabilities that can be exploited by cybercriminals. This has led to cybersecurity facing

numerous and significant challenges. Perhaps the phenomenon of electronic blackmail of
women is one of the most dangerous and prominent of these. It has recently invaded Libyan
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society in an alarming way and through various methods. The misuse of the internet has led to
the emergence of a group of users who seek to dedicate their efforts to adapting this technology
to serve their self-serving interests by blackmailing internet users, through the use of vulgar
methods that may be emotional or material to lure victims. They threaten victims by publishing
embarrassing or confidential information, or by disabling their phone or computer systems, to
force them to pay money, provide services, or gain illicit benefits, whether material or
otherwise. Their methods vary, ranging from ransomware and distributed denial-of-service
attacks to threats of publishing personal information. These tactics typically begin with
entrapment or hacking and end with threats and extortion. It's worth noting that these tactics
encompass various forms, including financial, emotional, and social blackmail. This
necessitates heightened security awareness, strict laws, and close cooperation between
individuals and security agencies to protect people and digital assets from this imminent
danger. Individuals should report such incidents immediately and preserve evidence.
Keywords: Cybercrime, Cyber Extortion, Cybersecurity, Technological Development, Digital
Space
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